==Ph4ntOm Security Team==

Issue 0x02, Phile #0x08 of 0x0A

=[ SEd REAEESEHAL AR =

=[ By 1is103 1=
=[ <1is103 at gmail.com> ]=

KA BB R G HHEH LR, ROKIEER T RE M 2Rk, (15 LARTH FH—1t
Wl A E AT AL T o AEPAT iR H Bk i, i R FATT 1 IShe 1 1Code WISR 15 04T
B RESE T IR, IBALid RO 's KR IAEXPR ¥t AE 22 T o PRtk, L3Ry — 1
ShellCode [ gmFaid - B 35755 3= Bl I A6 11 1) 5L o

T gy zy KEFG ) (T ARG SORIN 22 ph X i 0 — ) Meezy i fE R ER
T CEVE LT ARTR GO I 22 b DS I — R R 7 ) IS, FRB X e A S B AR W AR S
%%E,MLu%Eaﬁﬁﬁﬁm—%ﬁ&%m%,%ﬁ&Tﬁ%ﬁ%,%E%%ﬁﬁ%ﬁ%
I3

1K B I AN N 22 B B BB SR B AR T . AN R, S
B A% B LEARGR B M kA 25 (O IS B T A AR B sk JE AR R R, IB AR IR [ kS 75 1F
PEREMHEAS ] B, JRAS I 2] R BOKs ZLR [P 20 HE P AT, AR MRS IR 1, H
SERE G D PR SRR R A AN, BB

sk B
Gl ES
AR

IETHE (PID: 2528):
L Administrator B B gaoCodel Shellilodel . exe

HefE
| i |

ERSERT. SENEARME | 1B |
MEF. EEEa. S

i AHS X BE...

Bl R ETA S AR

A ST (R4 RS She 11Code 1. ¢ & ShellCode2. cHEIEWIX — o IX A SCAFf) 3 5
D<) JEShel1Codel. cBIEE — A HE HI — e 0] J5 K She 11Codeds UL FI % i 2 i) v 04T
ShellCode2. ¢t FL4%AEREFE A BRIAME P 1 — B2 K shel 1codeds UIARAT B2 2% A 4T o
5 B AR A ox MR HH A ) et th AR A AT A

ASCN W B AR YE— R Eed kB EZ) B ¥IShe11Code I 4 5 075 5 7 i

Lo AN I 32 3 Bl 3 SeHook i () 8 44

B 18] B ML R AE 9 'S Shel 1Code i R B A YA GetProcAddressflLoadLibrary bk % .



Kernel32. d115Ntd11. d11&HEFE B B I AN TP AR . ZEWin32 R4, Kernel32.d11
FEWindows REEH AR B S ASBERE R SO, CHROE T KA ANAFEEL, B P S N g
PRVEZEAPT R BB . ML, F R4S Shel 1CodefIAPT Bl B A # 4L rP 761D 11 S0 . i
AN S MAPT I R AL O RERE SE T K5 . 45 DU ST AT S5 55 I BEShe 1 1Code 1)
K, AT IR VER T ERAIABEA HGe tProcAddress K B R 3RHU bR BAAPT LB, 7
SE A FL A A I IR APT R £ btk sy, AT DK AR 2 47 1R R A 44 S D1 B B Export Directory ik
IR B IEATICHL o 28R B 7 A S0 SR A7 a2 AL bR B4 i Hash L, AR5 A THashi LL i )
IEIAT A . IXFEMMOAN Y AEFACShe 1 1Code i S IS 2R EE,  Hh T ok Kl 42 B i 5 g 4715 1)
Gihth K K 9db T ShellCode I4AR . 7RB14CAEShe 1 1Code3. cifi i AN H LL_EAFERR 2, B
P THash{ A VC G 5 7 B B, 1) R GE s & 3 5105 1041 1.

W FATHIShe 1 1Code i B4 FH HLABDT TR b S HE AAPT BRI, T FRATT UANRE TR
LoadLibrary R & Mz FENE 152 F008 2 s AT DL ik PEBSE #4) 1 0x OC i % Ab 45 1) 1)
PEB_LDR DATAZE SR8 A iz btk o G5 = AN R R N LS T BRI 21
LA T S A BERR AR B o IXAE, W R FRATT 5 B0 H 5 M 4845 S IAPT R %L, T84 mT LAFE
PEBHR A7 BIWS2 32, d1 LRSI, 8K 5 P £ $ 42 A A 1 7 v 3k BSocke t 25 pR B bk . 248K
U SRR A I 28 FRATT A T D L AR AR A s oA B R ik A T A7 T, IR A
EFPITVEIE G . ARSI Shel1Codel. e & sE e A TNtd 1 LEEER (P sk, 4R J5 P Ak 21
ZRE S R HE S TR BRI Rt 1AL LocateHeap I 1o

2+ PHARHS S DURIREFK). Datarh PR HPAAT

76 LT & U s AR P IR S e, B S bs b — AR —Fhgeid R B AR Al R
Ge ik SRIOCPUMIRHIRUG, 1 e3R8 — ] 5ol HAT I W AZ =], SR J5KEShel1Coded;
2zl (A 5 Pk AT . 41 FGetProcAddressflLoadLibrary BN, KRN
?%&E‘Ji&lﬁlﬂﬁﬁtﬁ?*ﬁ\ﬁ%’E]’JiﬂjiJHi W, T AR RATHIShe11Code T HY T AT IE

WHEAEOUT, ST TAEERIng3HI N HFE R L. text BOE AT S 1, TBANE H 6
AT HATRE P10, datal. ZEWIn32 RGEH, WAEMLEL SO X 55 5L (200h, 512Byte) %
INFNAER TR AT (1000h, 4K Byte) o DRI, — R0 & Al AT SCPEMLES 2 N A7 JG AT — Bt
%WE‘J%I‘EJ , BRATT AEH ZAE R FEAN SR AT SR . R, data Bkt DL

L RS e L GRS Lk

[ s L E3 |E® | |5 | ek
203200800 000810040 ee320000 ( 58 Map BOOYI002 R R
00400000 00001006 ShellCod DOUGOODD ( M) PE WS Imag 01001082 R RKE
28401000 000ESARE ShellCod DE4%00000 text ".,,i_'! Imag 0100082 R RWE
BE4OE000 0O0E1000 ShellCod DOYGEODD roata WA E Isag 010010082 R RUE
GOHOTEN0 00003008 ShellCod BOLODDOR .data B Tmag 01001062 R REE

By B A A R 2 A

MO11yDbgH r] LA HiDemoFE 7 . dataB \HHEOx407000FF 45, HHuhE0x4073802 &
cdataBE N AILA 0. REIALIEShel 1Coded. ¢ 15 4 MBLHKernel132. d11 9 @ 4r S H
7EShel1Code I Th g ST R4 w5 4 FH AAPT R £,  JFORAFAE AESTHR /R —Bekk o) b, 5
DURR L E e RA A 3 DA R i ik, AR 55 DU e 7 4F IAPT e ik, F54% DIShel1Code
KITHREACHD, I35 ks 218 DL ()Shel 1Code FP AT . FLAARIE R AN UM T, 45 SRR 0
B A IR RE B . 52 PRSI B 7~ B0 Shel 1Coded. c.

mov dword ptr [esi+ BUFF], 0x407380//4% UIfCHS (K H (r)Hhhl

call MEMCPY CODE

/[~ 95 LI RE M shel 1 codeyl g ——————————

mov esi, dword ptr [esi+ BUFF]
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push esp //¥ “Userd2” 55 H ANk

call dword ptr [esi+BUF LOADLIBRARYA] / /M LoadLibraryA ( “User32” )
mov dword ptr [esi+BUF USER32], eax / /¥ User32 it A A%

mov ebx, eax
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push 0x7373654D //MessageBoxA

push esp
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mov dword ptr [esi+BUF MESSAGEBOXA], eax
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push 6c6c6548h //Hello!

mov dword ptr [esi+BUF HELLO], esp
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push 0
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push 0
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mov edi, dword ptr [esi+ BUFF]
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rep MOVS dword ptr [edi], dword ptr [esi]
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mov ecx, SCLENGTH

mov esi, dword ptr [esi+ FUNCSTART]

shr ecx, 2

rep MOVS dword ptr [edi], dword ptr [esil]

pop esi

push esi

mov ecx, SCLENGTH / /TGRS B A F A TR

and ecx, 0x3

rep MOVS byte ptr [edi], byte ptr [esi]

pop esi

mov eax, dword ptr [esi+ BUFF]

add eax, 4%3 //BELAPT & EcHuhE 5 25 a)

jmp eax
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call FUNC1
FUNC1:
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push dword ptr [esi+ USER32STR]
push DWORD ptr [esi+ GETCURRENTPROCESS] //J& Ak fyik [ hik
jmp dword ptr [esi+ LOADLIBRARYA] //HLoadLibraryA ( “User32” )
mov dword ptr [esi+ USER32], eax
push 0x0041786f
push 0x42656761
push 0x7373654D //MessageBoxA

mov dword ptr [esi+ MESSAGEBOXSTR], esp
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lesi+ GETPROCADDRESS]
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